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The Dilemma and Countermeasures of Citizen Privacy Protection
Under the Background of Big Data

Zhang Ting

Cheng Le

Abstract: While big data technology brings value and convenience to people and promotes social progress and well-being, it also

poses big challenge to the protection of citizens’ privacy, leading to a series of practical problems concerning citizens’ privacy protec-

tion. The facts that big data technology has security defects in itself, that privacy protection ethics has not been reached under the new

technology conditions, and that the practice of personal privacy protection legislation lags behind relatively are the main causes of the

dilemma of citizen privacy protection. To deal with this, we should strengthen the research and application of big data security technolo-

gy, construct the ethical norms of privacy protection in the big data era and perfect the relevant laws and regulations of personal privacy

protection, so as to effectively resolve the dilemma of citizen privacy protection in the big data era.

Key words: big data technology; privacy right; privacy protection
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