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China Network Security Governance in the Era of Big Data.

Characteristics, Challenges and Countermeasures

Song Ruijuan

Abstract ; Network security governance reflects the development direction and governance model of a country’s network security. In

the era of big data, China network security governance presents the characteristics of complex content, multiple subjects, active defense

and precise governance. Network security faces serious international pressures, insufficient collaborative governance experience, the ur-

gent data security issues, which make China network security situation still grim. In view of this, our country should cooperate from the

five levels of mechanism, strategy, industry, technology and concept, strengthen multi—agent collaboration, promote the development

of big data strategy, establish a network security industry system, focus on technological innovation and application, and strengthen the

cultivation of network security awareness, so as to improve our country’s ability to deal with network security issues, and form a unique

network security governance model with Chinese characteristics.

Key words:big data; network security governance; data security; active defense
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